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BE - ERRMEEARLE - BRA
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FREERELXBECBEIEERR &
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TRANSATLANTIC CLEAN NETWORK

Government requlations in place to exc
All major telcos are Clean Telcos; and/o
Government signed 5G security MOU

. Government expressed public commitment for the

Clean Network or EU 5G Clean Toolbox;
Government regulations in progress to
untrusted vendors

|, CANADA
! H

¥

r-

UNITED
STATES

THE Clean NETwork

P

nIT—

PHESGEEFTRKNALR  E&K3
EE2IREE KIk-202048 A [
EEBME "HFMEIEETE L (The Clean
Network) -+ ZEZEE ~ R ~ BN 5
HE R R PEF R -

EHIBRARELUR D HEZENY
F o BPIENABEANIVOEE 56 &
TRERE L & TRESR ) BARBATAREER
Z Rz o

lude untrusted vendors; and/or
r

ESTONIA
- LATVIA
B _ LITHUANIA

andfor

o
exclude
-

&

UKRAINE

NORTH MACEDONIA

POR

| Clean |

APPS

Clean
CARRIER

2020 £ 8 ASSE AL T 5B ANKETE
TEEY KRR RN EAEG B F B SRt BEE IR
B HEFSESESH LEEE2H0H 56

Clean
STORE

J

B ERAE o (Source: U.S. Department

P

| Clean |

CABLE

Clean
CLOUD

of State, https://2017-2021.state.gov/the-clean-
network/index.html; https://2017-2021.state.gov/the-
transatlantic-alliance-goes-clean//index.html )

Clean
PATH

P
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e i B8

[SE 5w Rtz [ AN

T R KL T8 (World Economic Fo-
rum - N WEF) SF &2 R " 2IKE

sk, (

% 15 F 2K

The Global Risks Report) ° %3
MERRRI 5 BESEIRIZE R -

MEMRIE WEF 2021 & " 2 3R E B | & |

(16 th Edition) #/x (MTE) » "&
AR E R R M EEE 5 (IT infrastructure
breakdown) Bt/ 2021 F 2 K E K
BERENNE 104 "BurNED

( Digital power concentration) ~ " &(f1
R¥E ; (Digital inequality ) X " 488 %
24, (Cybersecurity failure) BIE F
7% 2020 FRERINBEINE 6~ 7 KFE I -

Impact —

.Wa‘apnrsld mass destruction

IT infrastructure brealedown‘ :
Interstate conflict

35 S © Social sscurﬂy'calapss" g

Average
>

@ siodiversity loss

’ Matural m@uce crises ’ Hufr:tan amviranmental damage

@ Livelihood crises

2oed t : ’Emme weather
& } ’Cyberseq.lmyfallure :
Prolonged I Social cohesion erosion
stagnation t

. Involuntary migration {
i ’ Interstate relations fracture

Public

4 state cotlapse infrastructure
failurg

Backlash against scienee.
" shoukx"a?vema tach advances

Price instability ’ Mudtilateralism collapse

Industry collapse

Assat bubble burst €

,’ | Tech governance failure

’ Digital power concentration
‘ Ra:nource geopolitization
“Youth disiflusionment

Al
’mopm«siw disasters

@ oigtal inequaiity

| 4 Mental healin dsterioration

) 4

llicit econamic activity

2.5 3 A 35 4

Average
3.28

Likelihood —

"1er1'ori«st attacks

2021 E2RERRE - HEFHAZARKEARBENATREN - AR MBNATERMERS  RERRE
BBREBEENTENRN L FENRK - KEEFARFEMAER - (Source: World Economic Forum,
The Global Risks Report 2021, 16th dition, http://reports.weforum.org/global-risks-report-2021 )
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Credit: NUKIB, Czech Republic, https://nukib.cz/en/infoser-
vis-en/conferences/prague-5g-security-conference-2019 )
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EHpEL WERVEEREATEES
BRELMERERL  WIEH 56 EE2K
FARERX B EFE AT ETRERN
HEE - 2EBHZHRERNREK AT
REBR ERHELS -

]2 /ﬁ /)IL H:HJ

5G Policy Forum: Joint Declaration on 5G Security

TR XN 2020 F 8 AHFIR K TE=X 56 HEAE
S FMtEBEEEESCEL LMEERE - (
F AR @ AMASER + hitps://www.mofa.gov.tw/News_Content.
aspx?n=8742dce7a2a28761&s=1haaa18886648d2f )

&3 5G FAES ) iH

PARDIREPE R o Rl

BN THRNRIESR ) B WEEX
Bl 2020 8 A F#ER " =X 56 &
FIE = 4 (Joint Declaration on 5G Secu-
rity) @ 2XEFERAKMEER - AT
FBRHKER E’J% R W56 BAE
2EEMNRA - BIBINARE 56 HERE
RYHEE EE{% 5GBMMAEN LS » A&
Fh =X TE 5G B LA TERE -

HIEEZX 56 2 HRFAITE - iKE
B S 3 B BT 19 3R A 5G Lﬂﬁ&%%ﬁéﬁ’]
BEEM > R SG SRIBR M EREME
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AEEE R RINEBFES ) ERR
=ENR  BEHEEERE  BEE
B RE - RESENRSEYN  =REE
EREVERS - ARESHHREZRES
B EE - SEAAREENEK
ISR > BEAAEHENHEER 2
FFETMEMEZ R T 56 BEMKIR
HNRERS - RFERREHA—EERE
BE 4R RSB 5G TN BN A A R
o LARERERFMNEE  EEMH
NFRRER » (R EHAEERE -

fliilir 41 - WTEABCES

SURGAE 2020 FRUBURER IR 6 K
OB ES > Eh—EmR " REES
56 R BUBANBERZE2NERE
£, & TERAER , WERREERIE

EHEXZHEANE

£5A
ARG

R @ B

T RESEMEMZE2EH ° £ 56 1
REEBRED  ZEREBEMTRE BIOR
% TRHRAEENREREARER
R MAERABLE AR

Eit BETSENTEEARY S
TR

— #2016 F 11 A " ERBELDE
B% , (National Cyber Security Strat-
egy 2016 to 2021) *~ ARB LMK
BERBHE - WkE ~ R WHIEER
1. T AT 4 B N B8 52 BN BB 2% M By o
2. BHEIMIKILTE ~ 3. BERMELDE
EANZHREEER -

ERFUER

01 afbFREEsEIERG:E 03 SZUEREENER

5G, 8. AloTREES i ‘
FR AR o

."t'i".’?".ﬁ=‘E
TSR AR cvonn | €
EESIHEE, enEnEs BARZ JFRRE @
AMARAT B - mieaznE o e @

[ ]

SURME 2020 FRLBURR IR 6 R OB

5+ 20, | A B - Heh—Ik TRERA 56 Kt B

Al 568 . AGVAAVA \WVATA VG- ARERTINELEL, - (BRIR: B

HEE B s REEFEZEES 0 hitps://www.ndc.gov.tw/Content_List.
S SRR S8 AA@. ). 28 FUTTT aspx?n=9614ATC859796FFA )
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T~ FTINY 2018 F 3 B TR ERE BELUTRR L BERBRET2MHE
( Cybersecurity ACT 2018 (No.9 of HREE LA RR - 2. BEKR
2018)) @ EERMNMKERRZE2 HBErZiénﬂ/\nﬂE&ﬁ%;&'ﬂﬁ%ﬂI&
E BEERERRGELDNE A B o3 FIERRILTRCAEHR -4.58
EWEBREIREER - Bl - MELe {E BB B 2 e ~ Rl AR B M B
BEHZREHERRBHERCE BB AR AR ISR 2 BE D »

IS o \ :
M~ 201898 7 %mﬂﬁ%

=~ HXR2018F 7 A " @KL BEE ( National Cyber Strategy ) - ,.\E
(Japan's Cybersecurity Strategy ) ° RN EEREFA {%%?ﬁﬁz

NATIONAL CYBER SECURITY STRATEGY 2016-2021

Our vision: we are secure and resilient to cyber threats, prosperous and confident in the digital world

# 5H 2016 4F 11 B TEIRMBIR R 2B
NAREEEERDER  WHENRER -
('Source: Ministry of Housing, Communities &

Local Government, UK, https://www.local.gov.

_DEFEND DE_T__E_R D_.EVELO.P i uk/sites/default/files/documents/Building%20
against cyber threats our adversaries our skills and capabilities . .
resilience%20together%20-%20William%20

Supported by £1.9bn of transformative investment Barker,%20MHCLG.pdf )

W Government over 5 years and INTERNATIONAL partnerships

For lhc real uallurs of seciety in which people can live safiely and securaly, it is important to ensure multi-layvered l:ybersccunty .hruugh lhe
coardination of multi-stakehciders, ir ing governmental bodies, local governments, LP’JPI -related enterprises, critical infrastructure operators,
educational and research institutions, and cvuy r.‘:lulc themselves, ThL government will promote inibiatives based o the “mission assUrance”
approach in order o reduce risks bo an acceptable level and ensure that these operations and services are provided safely and continuously.

1 sures for B of the People and Soclety " ~
Ip P Ulr,cltlr g the |10I|qr clf I"rum:hvz Cyh:r Dc_hz se a1 -5 ﬁ
(Promating the sharing and utilization of threat information, '\ A‘}.& e ﬂ's‘@ (- .
Providing information of vulnerabilities) ™~ s .“ =< L
@ Enhancing measures against cybercrimes 1 . ﬁ Smacth implementation

of the Tokya2020

Prai sed an r_‘1& Cybersecurity Policy for Critical
Infrastructure Protection

@ Strengthening security in local governments

(¢ Reiated E
@ Managing the state of information systems in real-time

El $ 2018 EE 7 H TE H:II r ﬂ E% ﬁ gl':\ Eﬁ . {Measiires based on naw.::::'nmmste.'!n:t\:lfll. =

B, BEREBLE2YER - FERE s Y] IE.::e;:I,andpra:ﬁceltlziningand

BEEIDIEBBERE ~ (b BUSHE RSB E TR e

pE# - jtwfﬁjtﬂwx:éfuﬂ/\“ﬂﬁ%fz O e Qs secarty L g & 3 ani
HEATFITIRES o (Source: National center 6 ! i o o

Promting risk

of Incident readiness and Strategy for Cyber-

managerent o Al m;
security, https://www.nisc.go.jp/eng/pdf/cs- " Mas e gt Bty =
L. Gstrmgt’\n ing the | incldent r readiness against #-‘.n' @ 4
senryaku2018-shousaigaiyou-en.pdf ) :“;ﬁ;‘;sni;‘;ﬁz*:aiﬁi'?;;:f;.f,;ae“amz o, & o
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5G SR EY B

AN

EREBELLZZ  WiIRSEERBERK
BERE -

B 2019F 48 "EHRBERLEDE
B% , (National Cyber Security Strat-
egy) ' RAREHBHE 1 NAEXR
BEREARKELE 2. SR KE
JEEEEREEN ~ 3. B EEENHE
KB 4 EERBLERIE
5. EMR R 2L ~ 6. BERREE
L2 BfF -

MER2019F5H "THRBELSE
785t= 1 (National Cyber Security
Action Plan 2019-2024) » A HE 3
RER 1 RcBARER R Bl &
BRMISBIREEEES ~ 2. ZFFRIME
MRAIBEIRIFTEERRE 3. A
wHEREBAEEAF  FeRMER
HRIBIERIEEHEIRIE

B88 20194 6 A "8k = &%, (The
European Cybersecurity Act) ° E &
LR b RRREEEER ' 2.48
TEZANNEFBEIR 3. 83 T’
R L 2ERREELR  BRET=E 4.5
LERERMER  HERRE AR
BESHEEBRELZEMRE

BN 2020 £ 8 B T AR R 2B
(Australia’s Cyber Security Strategy

2020) - ERBMNBUFTERHRR 10

FAKE LT FRE RERIA 158

Goal 2

An Innovative and Adaptive
Cyber Ecosystem

Goal 3

Effective Leadership, Governance
and Collaboration

MEXR2019F5 A "ERMRZ2TEE, 8
2 3 KB - (Source: Public Safety Canada, https://
www.publicsafety.gc.ca/cnt/rsres/pblctns/ntnl-cbr-scrt-
strtg-2019/ntnl-cbr-scrt-strtg-2019-en.pdf )

EHAR ~ X NERERRENE
EfhaEre] > 2. RELEEMMNAEE
ERMBRBRXBEEXEIHNERE
= 3. 28R AEFIBNEF &
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GOVERNMENT
Tha Austrolion Government
will strangthen the protection
of Australions, businesses and
eritical Infrastructure from the mest
sophisticoted theeats: Stote and
tarrtary ord local govermments
have orolein protecteg their
Eystems from oyber attacks.

COMMUNITY

BUSINESSES

Businesses should toke The community should toke
responsibility for securing their respansibifity for practising
products and sericesand . f }  secureon line behaviours

protacting thes custamers from
krown cybear vinarabilities,

and making infoemed
purchasing decisions,

e LS HE R - BRNER
FERERIIREIEER  BIREREHIH
BRIRIE - EZBERMKRERBER &
BRERBMERAT RSREBBEGFZ
AERHEESER  JTEEHE B
AR °

FEF 2019 FF 1 AIEERET (EB%L
2EEE)  FRKBIEE TERHE,
AEF/HEENN 2020 FF 4 Ak "ELRIE
v BREETREEBRLERNE
ZRIRMER  FERLAKLZEZNERN
BIHS > BEETNERELER -

RREBEEBMEERAE - EEHES
BRMBEREPRT @ BREKRSHELK

16 BREAT

BUMN 2020 F 8 B THEIE L 2B | R - IEE
BN~ FAEBPUB AN - [RIEARRE LS - (Source:
Department of Home Affairs, Australia, https://www.home-
affairs.gov.au/cyber-security-subsite/files/cyber-security-
strategy-2020.pdf )

REBERBEEDE - HIEUEERERINK
B BARREERE  PrHla R
5 - ABCREIREE * HEEFRCRL
WA BELBEEERN - RICHEHER
2EEARFR BERESHERERBREN
ZRRE c AREFEMED - BESFH
BEMBRERMEESREHYZEER  BEE
RIEAR SRR BRI BERREEK
ERBRNBHIAS - EPITEREEE -
AR A  ALEBPI W R ERE S -
BB ABWHRBREREBHEL2ERE

MELHETARD ~ B~ BERUREIRMRSE
BUREBRTELIERS 0 LR IR
ASEREBEENRERE

55T + AR Cyber Security 9 AR 22 -
HIEE ~ BRI o



5G SR EY B

-’EI:IEIEjh:P.:I:I:I:I

& HEREEL EE — EaA

4G B2 5G I ERE @ LRI #R
BNERAREERER EXTERTER
FAFHRRKIEREZSNRR - Y

(Internet of Things, IoT) {& & £ 5G #%
M NFTZERNEME R EMNERS KB
LA ETRNMEAERRNELASE
M~ ELABRNEEZRFE > REF
RyZEH ~ AR A 0 2B B HBIK AT
RIS ~ AL R SR R BRI RS
HE o BET (Smart City) RYHER
BENEMAC—  HHYEBRENORE &
SR A RBREAREZMIVER -~ 12
FARFZIEFIHERNRBRE - MBRE
LIRFBREEBEENRER » SEHBW
ENBNIIRA RRNEERE -

LUR AT T2 4 [BE AR E 258

B ME N B 22 W

HARERANAINLEBEEHLTE
MWEZRFHNEE B Apple Watch
HERFRE  BREZTEREERNEE
BF#HAE—KRbE - BEESCGHRE
FRANEE R AITERMZERIT > MEAR
GCEHENZFEANEEBRS U ETHFH
BEER ESCNRE - EREBIM
FRER  REVDUKIRERMRANS i
Bl HH BN EENEZ - I B AT LIEIR
M EREXEIE > BEEZERERR
@t H ANEREERBFHEFERE -
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ESCRER  FRARKBEEFTEBTHTE  TEREXENESR  SRERIRBILRKREE
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1. Introduction

/ “The theft of intell 1 prop and Ive information from all industrial sectors due to
maliciaus cyber acdviry threatens economic security and natfonal security, The Council of

E ic Advisors est that malicious cyber activity cost the U5, economy between
$57 billion and $109 billion in 2016 [1]. The Center for Strategic and International Studies
estimates that the total global cost of eybercrime was as high as $600 billion in 2017 [2].

O—_

Malicious cyber actors have targeted, and continue to target the Defense Industrial Base
(DIB] sector and the supply chain of the Department of Defense (DoD). The DIB sector
mnnﬂs nfmr Bﬂﬂ.ﬂnn mm'pams thalsuppuutthe wm-ﬁghtaramimnm‘hnz towards the

" CERTIFICATION B g o el

s NS 2 loss of intellectual pmperty and certain unclassified information from the Dol supply chain
g can undercut US, tech and i tion as well as significantly increase risk
to national security.

As part of multiple lines of effort focused on the security and resiliency of the DIB sector, ﬂte
Dol is working with industry to enhance the p ofthe ing types of
information within the supply chain:

= Federal Contract Information (FCI): FCI is information provided by or generated for the
Government under contract not intended for public release [3].

» (Controfled Unclassified Information (CUT): CUI is information that requires safeguarding
ar controls p w and with laws, regulations, and
wide policies, 3 ion thati ified under Executive Order
& 13525\, Classified National Security Information, December 29, 2009, or any predecessor

or successor order, or Atomic Energy Act of 1954, as amended [4].
O Tewards this end, the Office of the Under Secretary of Defense for Acquisition and
Sustainment (OUSD[A&S]] has developed the Cybersemrlty Maturity Model Certification
{CMMC) framework In concert with Dol stakeh v Affillated R h

Centers (UARCs), Federally Funded Research and Development Centers [FFRDCs], and the
DIB sector.

== This document focuses on the CMMC model which measures cybersecurity maturity with
i.'-! CYBE RSECU RITY MATU RITY five levels and aligns a set of processes and practices with the type and sensitivity of
information to be protected and the associated range of threats. The model consists of

MODEL CERTIFICAT!ON (CMMC) mmntypmmsuandcybemcnntybmplacucesﬁ'ummnluplerybersecnnrymndards,

. and other as well as inputs from the broader community.

Version 1.02 | March 18, 2020

(B2 KR ETEY  (Cybersecurity Maturity Model Certification, CMMC ) =2 B 1y =12 s B EH 2R & A
PATEARR e 2 48I5A9A%H © (Source: Office of the Under Secretary of Defense for Acquisition & Sustainment, https://
www.acq.osd.mil/cmmc/draft.html )

'CMMC ) 8 e b /

CMMC B 5 IR FAA » BIEAR B A 2 ¢ RS II)'J‘%E (Intermediate ) —{®
LEARAR - BIEIEARRI BB TERE AR < ETRXITEFEHMHBEN L (Con-
E o DIBEHRAL2RENETER trolled Unclassified Informa-
FABEABRBRERBNE A eEFARE tion TR CUI) - CUlAER
TERA - B ¢ ERERREEEE TR

o & - BEREIWEER - fla
ETRR it (posic) — R TR AOBREALABESARE

& REF 1 (Federal Contract .
i ol : 5 A2 B NIST 800-171
Information > 7 FCI) o 140 o

FRERFE CUI »

AR WAERSRENERE
TEMEREHN - LURE FCL -

' Abigail Stokes, M. C. (2020). The cybersecurity maturity model certification explained: What defense contractors need to know. CSO (Online),
Retrieved from https://search.proquest.com/docview/2387511629?accountid=13838.
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FEAZBBENKE - QARIME
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03) EL4F Pk
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{LRYETEETE] > LL

( Intermediate )
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. . 1ReEcul
EEENE R R
01) FLMENGE  mimzamEdR > B
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D I
HReRE T eSS
B LR AR
#Ef . (FCl)

R INIRE [ 7 i (Advanced) — B i@
AIAI B FE APT IRE BT -
NEREEREEABPERAELE
fEREBLRRE » DR EMERL
B L 2L LIBESI O] FE APT
WE LB M

ZEBEFE T - CMMC & IR &
B B8 (i1 A< B B M EP A % & 2 XXt (cyber-
security culture) B9FALA » WHEEZH NN
BT ENEEETER MIFEZER
CMMC HIERE - BB ERPI A B EMRE
E1% CMMC IRBE5h - ERTAEBNESR
FEMMNRR L 2L DIERIENIS &
BEBEERFN -

05) HE i it

( Advanced )
e ATIRRAEE(R
(04) THINIE  mrermmsmis
(Proactive ) SRR » LIREEIE
APTIqEE

AR HAEHEEE LT
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1E/ERHEE MRS
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Percentage of Clients NEBIpISMenting
specific NIST 800-171 Controls

3.5.3 (Multifactor) [ 51%
363 (Test 1R) | O1%
384 (CU Markings) I 1%
385 (CU Access) | 20%
3.13.13 (Mobile Code) I 57
R Al Flow) [ £5
31311 (FIPS Crypto) I =2%
314.7 (Unauthorized Use) I 53%
34.2 {Configuration) I 51
3.8.7 (Removanie Media) [ 53%
38.8 (Portable Storage) I 60%
3.1.11 (Session Termination) GG 80%
3.14.1 (Flaw Remediation) I o0
3.3.4 (Audit Logging Failure) I 80%
3.4.8 (Blacklisting/Whitelisting) - [ 5%
375 (Multifactor) I £0%

Td% TE% TEY B0% B2% B4% B6% 88% 80% 92%

EFARARE G B IR /A T Sera-Brynn 1E 2019 FREIZ K - B
R A B R AR B HE I U bt 2R AR v B B SR AE AR IR - AV B
15%R o ( Source: DEFENSE TECHNICAL INFORMATION CENTER,
https://ndia.dtic.mil/2020/2020manufacturing.html )

2 5 = H )| 2R E Y e e —
KB EERBRE KB 2018 4 6 A X AR T AOHULENR » BE
(Ellen Lord) 3R7R @ BIFFERE R ZIFRE B ﬁﬁﬁgﬁg%mﬁﬁ’%ﬂ (LR A R EE
S

RPN A B RIIENRIE - P
LABR B3 #0529 /N B 7 B e 12 L iﬁ*JIH%ﬁ}’

BAE  EXEAARERRLZ2E0
§ REEZEAN "R L (air-gap net-
Poues cvvic zemte work) B RSB R R R T
EF B4 E R EIE /AT Sera-Brynn 7E # Z #t (Industrial control system, ICS)
2019 FEREIR K BIRFHRET £ A BRARME % - a0 - 2018 A 6 B<BBEABME
FAZEEZXHBE (Multi-factor authentica- RENR  BERBEREMERANEERER
tion) ~ BiAEHE SR A S HIE I TR o I A E SR - 2018 - 10 A -
PR EARKIRNET » SEFEREN Eﬁ%]\{x%@ﬁ%nfﬁ B EE A BB E A
BHENEE (patch management) - 2K B BH3IBRLETINERERNINEES
{RE B R TEAR S A ERIS TR - o ELBEHEEBBEIGIEHD - ~E
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( Photo Credit: The deadly Capitol Hil riots, https:/www.flickr.com/photos/30478819@N08/50818647218 )
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EE PN I ES T Z2EHE  BROWEE - Jtt l@r

S o 2 R M BB A RRRARFFEIBE  WAZ
BRERBRTIER  FEEARRETD
BHEAEMEE -

1 B 6 BIE<EIRIARH)IE ~ BIARAY
MERRMRZEFEAZE T » ET/RBS

%’% @ ’ I:Flkzﬁlllunﬁj(ﬁnﬂ ntL;\u;;.*Er_ "ﬁ
WERIEME S EANERREET it 2 AR WS H /

REK  CESERENMBERETS IR ABEH 2014 FE - BEE S

%%@%ﬁﬂ%%%ﬁﬁ%ﬁ’@ﬁﬁz EETE%@,@@ﬁ~ﬁi\@ﬁ%A
REEE BREREEES  OmMN SR 2 BRWEMR

7% (Boogaloo Bois) * m"s‘bsﬁ(%& (Proud

Boys ) E% % ( Qanon ) EE:F . L }—‘— A ?ﬁf:;:ilsgsgggg?eland Security Releases Homeland

]\$§ \EEHEBH%?&I&§ ’ j]t?Ej({éi\ jJ’ ) Release Date: October 6, 2020

Washington, D.C. - Acting Secretary of Hameland Security Chad F. Wolf released the Department of Homeland
Security’s {DHS) Homelapd Threat Assessment (HIA). This first-of-its-kind report synthesizes threat information
across DHS including Intelligence and l

%E( j: ﬁ EE\ _\‘ELB ﬁlt\ it ( 2020 ) ﬂz 10 “This HTAis as close as the American peaple Mllgetm;nlngand understanding the information that | see as

Acting Secretary and that our employees see in thelr national security missbans, As you read through the HTA you
shoulcl have faith in kncmmgthat these threats were i i using the best

ﬁ ?éz—ﬁal‘gﬂzg r iﬁ%g‘zﬁ§${ﬁ N ::\Ftﬁﬁ.: e amd dedge avallable to the Department,” allddlnlse-cma:ycmdF WolL “When

the American pmple read this HTA they will be more aware of the traditional threats facing the Homeland like
terrorism and organized crime, However, | think they will also realize that we face a significant threat in the

}E H:Il W = |g % jj 35 %%IE LS ,|\|:| 73":—( @ @ Homeland from nation-states like China, Russia, and Iran.”

2020 Homeland Security Threat Assessment Findings of Note

= Cyber threats to th d fram bath nation-st. i actors will remaln acute - and will
likety grow;

= The COVID-19 p s creating new opp ities for the United States' ecanamic competitors to
exploit the American people;

= China, Russia, and Iran may seek to use cyber capabilities to compromise or disrupt critical infrastructure
used to support the 2020 elections and may also use influence measures in an attempt to sway the
preferences and perceptions of LS. voters;

« |declogically math lone off and small groups will pose the greatest terrorist threat to the
Homeland, with Domestic Violent Extremists presenting the most persistent and lethal threat;

riminal izations will continue to be an acute and devastating threat undermining

publie health and safety in the Homeland and & significant threat to U5, national security with Mexico-
based cartels posing the greatest TCO threat to the Homeland;

= The duration and severity of the COVID-19 pandemic in the United States and within Central and South
America and the Caribbean will shape migration to the United States’ Southwest Border, exacerbating the
underlying econamic and political conditions in the region. As COVID-1%-related restrictions on mobility
ease, we expect to see increased migration flow to pre-pandemic levets; and,

= Natural disasters continue to pose a threat to the life and safety of Americans while also impacting local

and national economies.

“303- %Eﬁé%ﬁﬁé 2020 £F 10 A&7
BB, Rica | TBIRRABE, - WERRIA
AR e " T BRIV RENEFRENNERR Y
|||'|__|‘ e | EHHREE - TE AR
FRIREFAMEMHIIEE - (Source:
U.S Department of Homeland Security, https:/
www.dhs.gov/news/2020/10/06/department-
homeland-security-releases-homeland-threat-
assessment )

NENRAIZFERRERRKERAD  RERAAZEBEE » PERSRE
BIGEORERNRET 0 SERERELR o (Photo Credit: Tyler Merbler, https://
www.flickr.com/photos/37527185@N05/50821278936 )
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FIGURE 4.16

People who feel that violence is justified in
advancing political goals, United States,
2017-2020

Both Democrats and Republicans are now much more likely to
feel that violence for political ends is at least partially justified.

40%
—e- Democrats —#- Republicans

35%
30%

Hd
g 5%
[-]

® 15%

10%
5%
0%

11/2017  05/2018 1/2018  05/2019 11/2019  05/2020

Source: YouGov, Voter Study Group, Nationscape

RAET  HMIERZE 2 EHNRUBUERERE
BB NESEERIIRES o (Source: Institute
for Economics & Peace, GLOBAL TERRORISM INDEX
2020, https://www.visionofhumanity.org/resources )

B T8 00 MAER M ESRET
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LB FHNRERDEAS ~ BUNS
BAZ - EfABAEH ~ thABFNAE
B BERTFEERE  EXEBUSK
IREBEABREC  BURH IR ~ BURH
B EEBUE A LIZEDITRIRIE
BREFBUEBENEXERS - RidEET
HMERE 2 EHNVUBUARREZEENZ
BEHESET2019F 11 BEHN A
15% ' MZE 2020 F9 A1t RFEE=E

33% » HMEE 54E 36% °

Y-

AT FBE D TR A LURTE BN FERREFRK -

BREER
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EEFHE - HEMENK 1 AR 6 AX4G > (Photo Credit: David
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) 2019 4 8 B BTN AR Walmart ESAOIEERE » EF 2%
i EARALTHIKE - ZREHED 20 AT B+ A%5 o (Photo
[ Credit: Walmart Video Surveillance Camera, https://en.wikipedia.org/wiki/
S File:Patrick_Crusius_Video_Surveillance_Shooting.png; Deb Haaland,
https://twitter.com/RepDebHaaland/status/1159227783513612291 )

FIGURE 4.10
Distribution of far-right incidents and deaths from terrorism by country, 2002-2019

The US has recorded the largest number of far-right incidents and deaths in the West,

INCIDENTS

DEATHS

B 2002 £ 2019 £ - XEEAHFRAKRPEBDE
BRUEHHRARFTCEERSNEAK » S5
Bl £ 50% K 40% ° ( Source: Institute for Economics
& Peace, GLOBAL TERRORISM INDEX 2020, https:/
www.visionofhumanity.org/resources )
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10 AEARMNEREFESRMARER - DIK
2021 F1 A REREBRESE -
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FIGURE 4.14

Mass shootings and terrorism in the US, 1982-2019

The number of mass shootings that can be classified as terrorism has risen over the past decade.

14

B Terrorism . Not Terrorism -

® 5]
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78%
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ather Jones, START GTD, IEP calculations

4
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1992 1997 2002 2007 2012 2017

2009 = 2019 FHiRE - RBIRBRERBBBBERZ HbH 4.2% BREE 30% WA ZHATERNERIAEZ— -
(' Source: Institute for Economics & Peace, GLOBAL TERRORISM INDEX 2020, https://www.visionofhumanity.org/resources )
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Risks from 5G Deployment =

The Agency is working interagency. industry. and international partners to manage the ing risks and to 5G
implementation appropriately, increasing its security and resilisnce at the design phase and reducing national security risk from an
uritrustwarthy 56 network. While the deployment of 5G presents opportunities to enhance security and create belter user
experiences, there are several risks that should be considered. such as:

Attempts by threat actors to influence the design and architecture of 5G networks: 5G will ufilize more
ICT compenents than previous it of wireless - Mur P L &nd
arganizations may build thair own local 5G networks, potentially g network vulr

or d 53 it and networks may be to di ion and
mampulaum.
Susceptibility of the 56 supply chain dus to the malicious or inad: i duction of
vulnerabilities: The 5G supply chaln fs f to the or of risks such
as iy and E rfeil its, and poor designs, manufacturing processes,
and mal d 5G hard . saftware, and services provided by trusted entities could

increase the vulnerabl&tl&s of network asset compromise and affect data cenfidentiality, integrity, and
avallability.

Current 5G dep ging legacy i and i te with known

vulnerabilities: EG ‘tuids upon prev ions of wirsless and is ly being integr

with 4G LTE networks that contain some Iegany vulnerabiliies. Some of these legacy vulnerabilities, whether

aour.lenlal or maliciously inserted by untrusted suppliers, may affect 53 equipment and networks despite the
t of additicnal security enh

. Limited

petition in the 5G ketpl iting in more proprietary solutions from untrustad
Despite the ¢ of 3 igned to encourage Interoperability, some companies,
such as Huawei, build proprietary interfaces into their technologies. This limits customers’ choices to use
other equipment. Lack of interoperability with other technologles and services limits the ability of trusted
companiss to compete in the 56 market

5G tachnol ally i ing the attack surface for malici actors by ducing new
bilities: The lon of 1 ts into & 5G netwark could expose
communications i to malicious or poorly developed hardy and . and could
ignifi the risk of compromize to thea c y, inteqgrity, and availability of 5 data.

EEER L2 EEAIEE © §IE8 56 MK AR
RIMEEE1E o (Source:CISA, U.S., https://www.cisa.
gov/5gtrisks )
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International Day of Happiness
20 March — Happiness For All, Together
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