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The modern age has seen online technologies and social media
flourish, helping disinformation to spread like a virus, harming
democracies including Taiwan. Through the use of fabrication and
misleading content to foment enmity and social division, and generate
significant distrust in government, academic research, and traditional
media, disinformation is having a very real and wide-ranging impact
on democratic nations, wearing away at the cornerstones of scientific
knowledge and objective truth that public discourse and policy

decisions are built upon in these societies.

The popularity of technology, software, and social media means that
a great deal of interpersonal communication has now moved on to
community-based platforms. The saturation of online media, opaque
algorithms, targeted advertising, chatrooms and group messaging
systems, and the use of fake accounts have all caused disinformation
to proliferate at an accelerated pace. Moreover, in exploiting people’s
cognitive biases, the constant drip-feed of similar content reinforces
existing viewpoints and creates echo chambers, thus chilling,

muddying, and fragmenting overall public discourse.
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Malicious individuals and hostile external forces are abusing freedom of speech, and,
using emerging online technologies and social media, are painstakingly fabricating
information and spreading disinformation in a bid to disturb people’s way of life
and upset the social order. To counter the danger of disinformation, in September
2018, former Premier Lai Ching-te asked Minister without Portfolio Lo Ping-cheng
to coordinate the actions of government ministries and agencies in jointly exploring
a strategic response to disinformation and swiftly tightening up associated legal

mechanisms.
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STRATEGIES for COUNTERING DISINFORMATION
1. &% Definition 2. 5§l E BiESHREAY Objectives and principles in

countering disinformation
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Disinformation
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Taking into consideration the purposes of current regulations under Taiwan’s legal mechanisms with regard to the further spread of damaging disinformation,
false information, and with reference to definitions used by other countries, we define disinformation as follows: #A HERENGEZEGHRE 7 with an equal emphasis on legal mechanisms
Firstly, viewed subjectively, the perpetrator has a motive (e.g., political, economic, or national A r/ifE' *—Htifjfﬁj . r?:,\fE,QJ %ﬁ and technology; and punishing means making
security-related) to spread information with malicious intent; secondly, viewed objectively, the \ . . . ) those who disseminate disinformation legally
message or incident that the perpetrator creates, disseminates, and uses, either in whole or in part, is HEBRASENBETERUEIRE responsible for the harm they cause, while paying
demonstrably false; and thirdly, such information has the consequence of harming personal, societal, 1F° BEFISAE > FIRGEE (2325 particular attention to striking the right balance
or national interests, or of doing actual material harm. All three of these elements must be present for o between security and human rights.
disinformation to be defined as such. ARl o
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Distinguish, recognize Be alert to harm Check, clarify Clarify where the problem lies Contain, remove Block the spread Regulate, assign responsibility  Tracing the issue to its source
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g 2 Improve citizens’ civic literacy, cultivate Increase efficiency of clarification mechanisms, Strengthen cooperation across media platforms, Investigate legal liability,
capacity to make independent judgements expand third-party checks effectively control the spread of harm conduct impartial and independent judicial review
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Accomplishments to date
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To cultivate the Taiwanese people’s media literacy

and their ability to identify disinformation, Taiwan has
promoted media literacy education to nurture capacity
for independent judgement. Education is provided to a
range of target groups differentiated by age, interest, and

outreach channel.
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Identifying disinformation
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MOE-established Media Literacy
Education Promotion Committee

On May 1, 2019, the Ministry of
Education (MOE) established the first
Media Literacy Education Promotion
Committee, which convenes a
consultation meeting once every four
months to review and formulate policy.
On July 5, 2019, the MOE launched
the 2019 Media Literacy Education
Action Program, creating a promotional
framework comprising three broad
dimensions, six enforcement strategies,
and 23 work items.

2. ERERGEREHNERITASHAE S RERER

Media literacy education in schools, and pre- and in-service training for educational personnel
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The MOE has drawn up three broad
dimensions—teacher training, the supply
of educational materials, and the design
of lesson plans—to gradually incorporate
technology, information, and media literacy
into elementary and secondary school
curricula. This is part of an effort to build
related core competencies among students in
accordance with the 12-year Basic Education
General Guidelines. Media literacy has also
been included in various seminars and training
workshops for educational personnel. In
addition, schools have been selected to serve
as the base for elementary- and secondary-
level media literacy education, where regional
efforts are directed toward developing
educational modules, teaching materials, and
lesson plans.



3. BN E RS BIARE  RABRABHEE

Instructor-led and digital training programs to enhance know-how of government personnel
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Efforts have been made to enable civil
servants to better identify and determine
genuine facts in internet discourse, and
to effectively provide accurate information
concerning government policy. The Civil
Service Development Institute under the
Executive Yuan’s Directorate-General of
Personnel Administration organizes both
instructor-led and digital training programs
covering strategies to combat fake news,
assess and respond to online discourse,
and use digital media. These programs
are designed to enhance civil servants’
ability to counter disinformation.

4. AR HHREFRERE

Public-private partnerships for promoting media literacy

REBEHESERMEERE

information

The MOE provides funding to community colleges across Taiwan to hold media literacy
lectures and courses, and to public libraries to offer relevant publications for readers.

HEMMMEETEASHARFRIBRRTIBEKLRIE - MEBAHEEERHER National Education Radio also receives funding to incorporate media literacy concepts

B EEEE SR ERSE R A e EE and issues into its programming, including the production of 30-40 second inserts. This

marks a grassroots approach to raising citizens’ awareness of the importance of media

B EERE ° WRIE30-40MEET * MBS REFREREHFILRIFE - literacy.
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Accomplishments to date

ISINFORMATION
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To prevent its further dissemination, disinformation is
verified and clarified through joint endeavors by the
public and private sectors. A two-pronged approach
is employed—a government mechanism that offers
immediate and effective clarification, and a neutral,
independent, third-party fact-checking and media self-
regulation mechanism. This ensures that accurate
information is provided to the public.
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Debunking disinformation
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Taiwan FactCheck Center
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Enhancing government clarification mechanisms
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Through a real-time anti-disinformation
mechanism, the Executive Yuan and
government ministries and organizations
gather and monitor information and narratives
in various forms of media—newspapers,
magazines, the internet, television, and social
media—and issue press releases clarifying
anything that is found to be erroneous or
false within four hours of uncovering the
untruth. Press releases are also posted on
the Real-time News Clarification Bulletin of
the respective organization’s website and
the Executive Yuan’s website. The facts are
further communicated through other channels
in the form of graphics or explainers, as well
as the LINE Fact Checker official account
and the LINE Today rumor-busting section,
which are part of the Digital Accountability
Project jointly launched by the Executive
Yuan and the online communication platform
LINE.

LINE TODAY
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DISINFORMATION
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Promoting fact verification through public-private partnerships
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Public discourse should be based on facts
and evidence. In this era, which has been
marked by an explosion of information, it is
especially important for civic groups to conduct
independent verification of the information
circulating in society. Taiwan’s professional
third-party fact-checking organizations operate
under two types of mechanism. Platforms such
as the gOv.tw pro-transparency website invite

citizens to engage in open collaboration and
work together to identify fake news, developing

Cofacts
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apps such as the News Helper and the
Cofacts LINE bot. Other mechanisms involve
consultations by experts. One such example
is the Taiwan FactCheck Center, founded
by Taiwan Media Watch and the Association
for Quality Journalism in April 2018, and
accredited as a third-party fact checker by
the International Fact-Checking Network in
November that year.

3. AR FEHE EEES
Promoting self-regulation on five major internet platforms
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The Taipei Computer Association
and five major internet platforms
in Taiwan—Facebook, Google,
LINE, Yahoo, and Professional
Technology Temple (PTT)—
have jointly drawn up self-
regulatory principles regarding
false information disseminated
via their platforms. The principles
focus on four main areas, calling
for continuous investment in
technology and the establishment
of a mechanism and safeguards
against false information; increased
transparency in and enhanced
management of advertising;
cooperation with third parties and the
government to create and maintain
an independent, transparent, and
fair supervisory mechanism; and the
strengthening of people’s ability to
recognize false information through

digital and media literacy training. The
principles also stipulate that the self-
regulatory practices of these internet
platforms will be regularly reviewed, and
that associated findings will be released.

16



Accomplishments to date

COMBATING the DISSEMINATION of

DISINFORMATION
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Disinformation cannot be checked and clarified at the pace that it is disseminated. Once
information is determined to be false, steps must be taken to remove it and stop its circulation
to contain the damage caused. Traditional media such as radio and television must take
on the responsibility of checking harmful content and taking self-regulatory measures. In
addition, at a time when social media platforms do not require the use of real names and
operators maintain significant control over their content and technology, mechanisms must be
established to allow operators to help prevent the spread of disinformation.
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Combating the dissemination of disinformation
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Explicit provisions in the draft Digital Communications Act for
platforms handling of content that infringes on the rlghts of others
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On November 20, 2017, the
Executive Yuan submitted the
draft Digital Communications
Act to the Legislative Yuan
for review. Under this draft,
digital communications service
providers will not be civilly liable
for their users’ infringements as
long as they remove or disable
access to such content when notified or upon learning about it. The draft also stipulates that should
a dispute arise from the use of their services and should it be deemed necessary, service providers
and users or third parties may apply to the court in accordance with the Code of Civil Procedure for
“an injunction maintaining a temporary status quo with regard to the legal relation in dispute” for the
“purposes of preventing material harm or imminent danger.”

2. iMERZMRATIBCHETRBSEENRAS

Creation of a legal injunction to remove disinformation that

interferes in Taiwan’s elections
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The Executive Yuan Council has
submitted draft amendments to the
Presidential and Vice Presidential
Election and Recall Act as well as the
Civil Servants Election and Recall Act to
the Legislative Yuan for review. Drawn up
with reference to a law adopted in France
in 2018 to counter the manipulation of
information, the amendments call for
the introduction of a legal injunction that
would allow candidates to petition the
court and subsequently order media
platforms to remove, stop broadcasting,
or take other measures against inaccurate
information that violates the rights of
candidates or influences elections. In
such cases, the court would be required
to make a ruling within three days of the
petition. This system of independent
judicial judgment is designed to protect
freedom of speech while minimizing the
adverse impact that disinformation can
have on the fairness of elections.

20



3. B MAHSREIE - LR ENIEN

ENREREREGESEE T (U THE
BUE)(EAEBEENEITN  FES
EEBEENEEEEREREAN 55
BRERNARRENEE  TEESAR
AERITBERALY » R hRES
ZEE (U THERES) FOHERRES
AARRERHELIER BAZESE BSEINEEEESS
ERFIEA A S HNERE o

National Communications Commission

Continued supervision by an independent agency and strengthening of information
transparency

As the supervisory authority overseeing Taiwan’s broadcast media, the National
Communications Commission (NCC) also oversees their fact-checking and self-regulatory
practices. To prevent false election advertisements or fake news from affecting the fairness
of elections, the Ministry of the Interior (MOI) and the Central Election Commission (CEC)
have proposed amendments to election and recall laws and the Referendum Act in hopes of
ensuring that facts are verified and of improving the transparency of political campaigns.
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Supervising the media’s fact-checking
and releasing observations and findings
on the content of news channels

In the first round of legal amendments
aimed at combating disinformation,
the Executive Yuan Council approved
revisions to the Radio and Television
Act and the election and recall acts,
stipulating that news productions may not
violate fact-checking principles and that
an administrative fine will be imposed for
any violations that harm public interests.
The NCC accepts complaints from the
general public, and has ruled on eight
cases in accordance with the Fact-
Checking Reference Principles it issued on
December 5, 2018. To prevent unbalanced
news coverage from undermining social
and democratic stability, and to strengthen
media credibility, the NCC also announces
observations and findings on the content of

/I

news channels during election periods and
at certain other times.

Preventing disinformation from
influencing elections and referendums
The Executive Yuan Council has approved
draft amendments to the two election
and recall laws under the purview of the
MOI and the Referendum Act under the
purview of the CEC, requiring media and
digital platforms to disclose the names of
sponsors of election, recall, and referendum
advertisements. The amendments
prohibit overseas sponsorships of such
advertisements. Moreover, the CEC is
working with Facebook and Google to
strengthen the mechanism for handling
reports of disinformation during election
periods.



Accomplishments to date

UNISHING PERPETRATOR
of DISINFORMATION
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A mechanism must be in place to apportion liability to those who disseminate disinformation
with the intent of causing harm to society. However, freedom of expression should not be
undermined by efforts to combat disinformation. To penalize perpetrators of disinformation, it has
been necessary to revise certain laws so as to apportion legal liability. This, in turn, has required
that the criteria for accountability be clearly defined and that responsibility be apportioned
appropriately. The Executive Yuan Council passed several rounds of legal amendments to
establish a legal system for combating disinformation—on December 13, 2018, and April 18 and
May 16, 2019.
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Punishing perpetrators of disinformation
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Regulations on accountability - clearly defined criteria and appropriate responsibility

Protecting freedom of expression is
the highest principle that must be
upheld when establishing a legal
system to combat the dissemination of
disinformation and deal with the harm
it causes. Therefore, it is extremely
important to clearly define which actions
are punishable; a person may only be
punished when the information spread
is malicious, false, and harmful. Based
on these three criteria, existing laws
were examined and revised to impose
an administrative or criminal fine for the
deliberate dissemination of rumors or
false information—about outbreaks of
communicable diseases, or anything
that could affect market food prices—

thereby causing harm to the public or
others. Laws on food safety, nuclear
accidents, and natural disasters were
amended to incorporate new provisions
on criminal responsibility for the
dissemination of false information. This
first round of legal amendments was as
follows:
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Amendment

BEBRBEEREMRIBRIESHAE
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Deliberately disseminate rumors or false information that are impactful to
the price of traded agricultural products and which would disrupt the order
of agricultural product marketing
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Deliberately disseminate rumors or false information affecting market food
prices or the competent authorities’ implementation of programs on food
production and marketing as well as public rice procurement, and which
would hurt farmers’income or consumer rights
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Disseminate rumors or incorrect information concerning epidemic condi-
tions of communicable diseases, resulting in damage to the public or others
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Disseminate rumors or incorrect information concerning nuclear accidents,
resulting in damage to the public or others

 RER
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Disseminate a rumor or incorrect information concerning food safety and
thus cause damage to the public or others
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Informants who report untrue information about disasters despite the fact

that they perfectly know the information is untrue

Anyone who spreads rumors or untrue information about disasters and thus

causes damage to the public or other people
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The second round of legal amendments focused on the more extensive and serious
harm that disinformation could cause through mass media and the internet. For this,
the Executive Yuan Council approved draft amendments to Articles 251 and 313 of
the Criminal Code of the Republic of China, and Article 72 of the Criminal Code of
the Armed Forces. The amendments are as follows:
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Act and article amended Amendment
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ode o eR.O Disseminates false information with the intention to affect the transaction
price of specified goods, and injures the credit of another by circulating
rumors or by fraudulent means

For the offense of disseminating false information to the general public
through broadcast media, electronic communication, internet or other
media, the punishment may be increased by one-half.
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Fabricates a military rumor with intent and intends to disseminate it to the
general public

For the offense of disseminating false information to the general public
through broadcast media, electronic communication, internet or other
media, the punishment may be increased by one-half.
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International cooperation
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Combating disinformation has
become a common challenge
for democratic countries. As the
online information war transcends
geographic boundaries, narratives
can be manipulated and social
discord sown in other countries
with a single click. Despite having
devoted much effort toward
developing countermeasures,
democracies have yet to find a
single optimal solution to this
issue. In the face of unpredictable
disinformation campaigns and their
ever-changing forms, countries
can minimize the impact of
disinformation only by presenting a
united frontline of defense through
international collaboration. The
Executive Yuan and government
ministries and organizations have
held seminars, workshops, and
professional exchanges with experts
and scholars from Australia, France,
the United Kingdom, and the United
States. The Ministry of Foreign
Affairs (MOFA) has also organized
media literacy education programs,
as follows:

1928~ ZERTEEHERIMER (AIT/T) ReZREEESE (TFD)
107 £ 10 BHREEEE T2IKEEIN&REEE) (GCTF) T8 M1E
EEESENEGEREIRAMIEY L (nternational Workshop on
Defending Democracy through Media Literacy) * BEEI X 12 EINE
B BB RBEERZ -

2. 108 F 9 A e’ HPRER S AIT REERIESEBREB GCTF &
REFAEQERANE  mHEZBERAZETRINSERE X H
MERREZHHE) (R) k 'TREEERESBBE) (NDI) HESH M1E
BERRAEVIFERIERIFS > RREEBREXE - B MigHAEE
SRTEREFRES REEKREEREEEIVRD

In mid-October 2018, MOFA, the The workshop was held again in mid-
Taipei Office of the American Institute September 2019. This time, MOFA, the
in Taiwan (AIT/T), and the Taiwan AIT, and the TFD extended invitations
Foundation for Democracy (TFD) to the Japan-Taiwan Exchange
jointly held the International Workshop Association, the Swedish Trade and
on Defending Democracy through Investment Council in Taipei, the
Media Literacy. The event, organized International Republican Institute,
in Taipei under the Taiwan-US Global and the National Democratic Institute
Cooperation and Training Framework to participate in this GCTF event.
(GCTF), was attended by officials, This highlighted the determination of
journalists, scholars, and experts from such like-minded countries as Japan,
12 countries in the Indo-Pacific region. Sweden, Taiwan, and the United States
to work together to protect freedom of
speech and consolidate democratic
values.
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Fighting Disinformation is Everyone's Responsibility

FZHERERER | | 2 E

Independent Fact-checkers Citizens

iRAe

Traditional Media
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Government

A review of the challenges
confronted by western
democracies and Taiwan shows
that disinformation has become a
digital wildfire. The rapid spread
of information through online
technologies and social media
can not only sow social panic
and discord, but also threatens
the foundations upon which free
and democratic countries have
developed. This is an issue
that cannot be ignored. While
staunchly upholding the values
of pluralistic democracy and
protecting freedom of speech,
the government of Taiwan is
building a safety net based on
four approaches—identifying
and debunking disinformation,
combating its dissemination, and
punishing perpetrators. Through
partnerships with the private sector,
we will devote steadfast effort
toward combating disinformation
campaigns, forming a joint frontline
defense through which to effectively
consolidate and deepen Taiwan’s
democratic system.
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